Cybersecurity Training | Consultancy | Auditing




Why Scorpionsh'ield_’?

We are experienced professionals who worked in well-known companies on top technical positions of
cybersecurity and IT. Each of our pen testers has real senior level experience in penetration testing.

Our work is mostly performed using manual testing approach, we do not only use automatic scanners
but incorporate real attack techniques that could be used against an organization. Our reports are
written by hand, not auto generated by tools.

All our experience allows us to have a wider view on cybersecurity, we have knowledge from a technical
perspective on how hackers operate and what are the biggest cybersecurity threats for today’s world,
but also from a management perspective from a CISO point-of-view and speak directly to company
board members.
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B Most corporations decide not to hire a Chief Information Security Officer (CISO), or
someone alike, to champion their information security program, due to many factors,
including cost and lack of awareness of such role.

m Typical companies have staff that manage their networks and servers, including

firewalls or other security devices, but remain challenged when it comes to

understanding their corporation’s strategic security needs, as well as the path

towards security certifications needed to be trustworthy.

B Employing an executive-level can be very cost prohibitive and even an overkill,

although many do not need a full-time CISO - all they really need is a trusted advisor,

who can provide thought leadership on creating an effective information security

program and use the current resources in place, to cost effectively manage 1
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Services

DPO_02 CEH_03 CHFI_04

Academy ISO27K1LI Academy C|EH Academy C|HFI
Consultancy / Projects Consultancy / Projects Consultancy / Projects
Auditing Auditing Auditing

Full Project Full Auditing

EC-Council

Accredited
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Services

Our Vision is living and working in @ more Cyber secured World.

Our Mission is to assure an offering that provides companies
with a recognized industry expert to take care of their security
needs, to take the worry and confusion out of running a secure
environment and dealing with complex regulatory compliance,
leaving companies free to run their own business operations.

Our Purpose is to Train and Provide On-Demand Services for:
_Certified Chief Information Security Officers

_Certified Ethical Hackers

_Data Protection Officers

_Certified Forensic Investigators
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C|CISO Academy

m C|CISO compares with other courses, superiorly, on all it’'s 5 domains it comprises
B Scorpionshield provides best-in-class trainers, with comproved experience

Gavemmance [Policy; Legal, and Compliance]

\ % Management Comtrods and Awditing
Managemant

C|CISO ‘\
B Domains

e Managernent — Projects and Operatia
J [Proje=cis, Technology, end Operations

infermation Securlty Core Compelences

Strategic Planning and Finamoe
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C|EH Academy
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C|CEH Academy

m The C|EH Certified Ethical Hacker will immerse the

participants into an interactive environment, where

the consultants show how to scan, test, hack and B ORI 1
Cvack Secmiry Taaimg

secure their customers’ systems, through in-depth
knowledge and practical experience, understanding
how perimeter defenses work and how intruders
think and operate. o s

CERTIFIED ETHICAL HACKER (CEM] |
The goal of tads courie b o helpyoa |
mmrhar an stdical hacking meihodalogy
Ahiit can be usid in & perairatios fasting
o wibucad bt siluatios. Youmal ol

B We examine what organizations are doing to stay o
relevant and competitive in this fast-paced i
cybersecurity world, and which ones are doing it
best. We then strategize using the best local and
global resources, in order to understand the
implications of every choice our clients can make.
Get in touch about how we can help you.
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DPO Academy

m The Data Protection Officer (DPO) is an enterprise security leadership role required
by the General Data Protection Regulation (GDPR). Data protection officers are
responsible for overseeing a company's data protection strategy and its
implementation to ensure compliance with GDPR requirements.

m Looking to develop your business compliant but not sure where to turn? Need help
planning or executing your information security audit? Let us guide you.

Developing a strategy on compliance with the ISO/IEC 27001:2013, or getting help
to hatch or maintain a Certification, can be a dauting task.

B We are Lead Implementers and Lead Auditors IN the Standard, with recognized work
done on several organizations in different industries. Let us guide you. Any
organization can move towards certification on 1ISO27001 and increase value for
himself and for its customers. We work with small incremental changes, general
awareness programs in information security, but building for the future in today’s
rapidly evolving environment. I
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C|CHFI Academy

m A Computer Forensics Investigator or Forensic Analyst is a specially trained
professional who works with law enforcement agencies, as well as private firms,
to retrieve information from computers and other types of data storage devices.

m Equipment can often be damaged either externally or internally corrupted by
hacking or viruses. The Analyst should have an excellent working knowledge of
all aspects of the computer including but not limited to hard drives, networking,
and encryption.

m The C|HFI Certified Computer Hacking Forensics Investigator is the proper expert
consultant for detecting hacking attacks and properly extracting evidence to

report the crime and conduct audits to prevent future attacks.

m These techniques are being used by police, government and corporate entities.



http://www.scorpionshield.pt

http://www.scorpionshield.org

http://www.thescorpionshield.com

scorpion@scorpionshield.org
Headquarters: Av. Das Forcas Armadas, 4 9-G, 1600-082 Lisboa - Portugal
Training Center: Rua General Firmino Oliveira, 3 A/B/ R/C 1600-100 Lisboa - Portugal
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